
Top tips to ensure that you keep  
your guests’ card data safe
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Tip 1:  Use a hosted solution
 
Outsourcing payment security to a trusted partner as a fully managed, 
hosted solution has many advantages. It helps save you time internally in 
keeping up-to-date with industry standards. It obviates the need to recruit, 
retain and train your own experts. And it helps you piggy-back of the 
developments your provider does for their client base as a whole.

Our solution runs on a ‘thin’ application, which means it is set up on the 
PXP host with little to no configuration required client side. Deployment 
is quick and easy. For example, we rolled out our solution to 800 global 
locations within two weeks.

Tip 2:  Deploy point to point encryption
 
With point to point encryption (P2PE), your guests’ card data is encrypted 
directly on the PIN entry device (usually the PIN pad). It remains encrypted 
until it reaches our secure processing environment, so your terminals 
and systems never see any sensitive data in the clear. This minimises the 
impact of a data security compromise.

P2PE is implemented for face-to-face card payments. It does not currently 
cover card-not-present environments, such as mail order/telephone order 
or e-commerce. This is where tokenisation comes in.

1

2

No-one needs to be an expert in the nitty gritty of payment 
security, unless being a payment security expert is how they 
choose to earn a living. 

Here are our five top tips around card data security, which helps 
keep your guests’ card data safe and allows you to focus on 
running a hotel business.
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Tip 3:  Tokenise sensitive card data
 
Tokenisation replaces sensitive card data with a token which you can 
use across various front-end and back-end systems instead of the real 
card data. We store all your sensitive card data securely in our PCI Level 
1-certified data centre. 

Tokenisation helps keep your guests’ data safe in real-time but also 
retrospectively. If you have card details stored, we can tokenise them 
without completing a transaction.

Tokenisation offers data security benefits, plus operational, financial and 
marketing ones, too. Operationally, tokenised data can be associated 
with the customer and used for subsequent transactions irrespective of 
channel, country or sub-brand within your hotel group. Financially, the costs 
of implementing Tokenisation are more than offset by the risk reduction, 
business efficiency and security savings delivered. Tokenisation also helps 
deliver marketing benefits associated with loyalty, analytics and creating a 
more frictionless customer experience.

Tip 4:  Reduce scope
 
If you can take the payment without the data, why not if it’ll also reduce 
your scope? The potential scope of PCI DSS is large: 12 principles with 
about 300 statements in total. Achieving and maintaining each one has an 
associated cost in terms of budget, time or resource. 

Consider how you can change business processes to reduce PCI DSS 
scope. The savings in year one may be modest. However with no need 
to manage or maintain the activity in year two or three, the de-scoping 
exercise really begins to pay dividends.

Ideas to consider include: outsourcing payments on your e-commerce 
site to a third party via a hosted payment page, minimising the number of 
physical locations where card data is stored, and/or the number of staff 
who have access to it.
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5 Tip 5:  Focus on security rather than compliance
 
The goal of PCI DSS is to secure cardholder data. Whilst compliance 
with the standard is helpful, it does not necessarily make an organisation 
secure. It’s a subtle but important shift, but we recommend our customers 
to focus on security rather than compliance. 

There is no silver bullet solution to security, so we advise adopting a matrix 
of measures. This includes detective, response and recovery controls to 
build operational resilience and accelerate post-incident recovery.

Whilst this may require cultural change and cross-company working, it 
helps emphasise that security is an ongoing process, not a one-off, annual 
exercise.
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PXP Financial
The End-to-end payment platform

Whatever your business needs today or tomorrow, PXP Financial’s  
innovative payment platform will support your business growth 
with all of the payment services you will ever need from one source, 
wherever your business takes you.

Tokenisation offers 
data security benefits, 
plus operational, 
financial and marketing 
ones, too.


